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Microsoft*
% SQL Server2008

Setting up EntraPass Card Gateway with SQL Server 2008

The EntraPass Card Gateway is designed to interface with the Oracle or the SQL Server
Database Engine. Unfortunately the interface has not been updated since its inception. Thus
when installing Microsoft SQL Server 2008 (32- or 64-bit) certain precautions need to be taken.

The following procedure will walk you through the required steps to successfully install and
configure the Card Gateway as well as Microsoft SQL Server 2008. Remember that you must
have at least local administrator privileges to install both applications.

In order to simplify this procedure, it is assumed that all EntraPass components as well as the
Microsoft SQL Server 2008 software reside on the same computer. Just remember that the Card
Gateway must be installed on the same computer that runs SQL Server 2008.

Prerequisites
e Download ntwdblib.dll from this link:

http://www.dlldIl.com/ntwdblib.dll_download.html
e SQL Server 2008 R2 Enterprise Edition and Express Editions can be found at:
SQL Server 2008 R2 Enterprise Edition 180-day Evaluation (x86 & x64)
SQL Server 2008 R2 Express with Advanced Services (x86)
SQL Server 2008 R2 Express with Advanced Services (x64)
e Microsoft NET Framework v3.5 SP1 or above installed

The ntwdblib.dll is a Borland DLL designed to interface BDE with the SQL Server DB Engine.
The OS type (32- or 64-bit) will determine where the file will reside.

Copy the file to the appropriate folder:
e x86 platforms: c:\Windows\System32\

e X64 platforms: c:\Windows\SysWOW64\
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SOL Server Installation & Configuration

The Card Gateway was designed to work with SQL Server 2000. To successfully interface with
newer versions of SQL Server, the DB engine must be set in compatibility mode. Also the Card
Gateway cannot communicate using Windows authentication which is the preferred SQL Server
connection. To circumvent this, SQL Server 2008 must be set in Mixed Mode (SQL Server
Authentication & Windows Authentication). Although the use of the SQL System Administrator
(sa) account may work, it is preferable to create a new SQL Login dedicated to the Card
Gateway interface.

The following procedure shows how to install SQL Server 2008 R2 Enterprise Edition
(180-day Evaluation). If you are installing the Express edition, skip the steps that do not apply to
your installation.

If active, disable Windows Firewall.

If active, disable User Account Control (UAC).
Run SQL Server Setup Wizard.

Once the SQL Server Installation Center comes up,
select System Configuration Checker.

el A

15 SOL Server Installation Center g@

Planning E%I Hardware and Software Requirements

Installation View the hardware and software requirements.

Maintenance I Seaurity Documentation
Tools View the security documentation,

Resources ; Online Release Motes

Advanced View the latest information about the release,

Options f System Confiquration Checker
Launch a tool to check for conditions that prevent a successful SQL Server instalation.

I_T Install Upgrade Advisor

Upgrade Advisor analyzes any SQL Server 2005 or SOL Server 2000 components that are installed
znd identifies issues to fix either before or after you upgrade to SQL Server 2008,

= Online Installation Help
Launch the online installation documentation.

= How to Get Started with SQL Server 2008 Failover Clustering
Read instructions on how to get started with SQL Server 2008 failover custering.

Upgrade Documentation
View the document about how to upgrade to SQL Server 2008 from SQL Server 2000 ar SCL Server
2005,

E’ §3ﬂ Server2008
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5. Once completed, it will produce a report like this:

"4 SOL Server 2008 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when youinstall SQL Server Setup supportfiles. Failures mustbe corrected
before Setup can continue.

Setup Support Rules Operation completed. Passed: 13. Failed 0. Warning 0. Skipped 1.
View detailed report
Rule Status i
@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation {WMI) service Passed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on S5QL Server installation media Passed
@ Unsupported SQL Server products Passed =
@ Performance counter registry hive consistency Passed
@ Previous releases of SQL Server 2008 Business Inteligence Develop... |Passed
@ Previous CTF installation Passed
@ Computer domain controller Passed
@ Microsoft .MET Application Security Mot applicable
@ Edition WOW&4 platform Passed
@ Windows PowerShell Passed :

Cancel Help

6. Click OK to continue.
7. On the left Pane, click on Installation.
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8. Select New SQL Server stand-alone installation or add features to an existing installation

ﬁ SOL Server Installation Center

B

Flanning
Installation
Maintenance
Taals
Resources

Advanced

Options

?fb §k("i)wf Server2008

NN

MNew 5QL Server stand-alone instglation or add features to an existing installation
Launch a wizard to install S 08 in & non-clustered environment or to add features to an
existing SQL Server 2008 in

MNew SQL Server failover custer installation
Launch & wizard to install 2 single-node SQL Server 2008 failover cluster,

Add node to a SQL Server failover duster
Launch & wizard to add a node to an existing SQL Server 2008 falover duster,

Upgrade from SQL Server 2000 or SQL Server 2005

Launch & wizard to upgrade SQL Server 2000 or SQL Server 2005 to SQL Server 2008, Before you
upgrade, you should run the Upgrade Advisor to detect potential problems.

Search for product updates
Search Microsoft Update for SQL Server 2008 product updates,
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P
8 SOL Server Installation Center

15 SOL Server 2008 Setup M=)

Setup Support Rules

Setup Support Rules identify problems that might occur when youinstall SQL Server Setup supportfiles. Failures must be corrected
before Setup can continue.

Setup Support Rules Operation completed. Passed: 6. Failed 0. Warning 0. Skipped 0.
T A T A T T T T T
Hide details <<
View detailed report
Rule Status
@ Minimum operating system version Passed
@ Setup administrator Passed
@ Restart computer Passed
@ Windows Management Instrumentation (WMI) service Passed
@ Consistency validation for SQL Server registry keys Passed
@ Long path names to files on SQL Server installation media Passed
0K ] ’ Cancel Help

10. If everything checks out, click OK to continue.

11. On the next page, select Enterprise Evaluation then click Next.
12. Accept the License agreement & click Next to continue.

13. On the Setup Support Files page, click Install.

14. Click Next on the next page.
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15. On the Feature Selection page, check features as indicated below then click Next.

BE)X

Flanning ol MNew SQL Server stand-alone installation or add features to an existing installation
Installation Launch & wizard to install SQL Server 2008 in a non-clustered environment or to add features to an
existing SQL Server 2008 instance.
Maintenance
Sl Mew SO Server failnver duster ingtallation

Tools

%3 SOL Server 2008 Setup
Resources
Advanced Feature Selection
Options Select the Enterprise Evaluation features to install. For clustered installations, only Database Engine Services and Analysis Services

can be dustered.

Setup Support Rules

Feature Selection

Instance Configuration

Disk Space Reguirements
Server Configuration
Database Engine Configuration
Analysis Services Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

7840

F

Instance Features
Database Engine Services
SQL Server Replication
Full-Text Search
Analysis Services
|:| Reporting Services
Shared Features
[ Business Intelligence Development Studio
[ client Tools Connectivity
|:| Integration Services
[ client Tools Backwards Compatibility
[ client Tools SDK
[ sqL server Books Orline
Management Tools - Basic
Management Tools - Complete
|:| SQL Client Connectivity SDK
[ Microsoft Sync Framework
Redistributable Features

Select All ] ’ Unselect All

Shared feature directory:

C:'\Program Files\Microsoft SQL Server),

Description:

Server features are instance-aware and
have their own registry hives, They
support multiple instances on a computer.

Mext = Cancel ] ’

16. On the Instance Configuration page, select Default Instance and click Next.
17. Click Next on the Disk Space Requirements page.
18. On the Server Configuration page, click Next.
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19. On the Database Engine Configuration page, select Mixed Mode, enter System Administrator
password (Kantech2011 / Kantech2011) and click on the Add Current User button. Click Next to

20.
21.
22,
23.
24,
25.
26.

continue.

r

-}

3 SQL Server 2008 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules Account Provisioning | Data Directories || FILESTREAM
Feature Selection

B o Specify the authentication mode and administrators for the Dat

Disk Space Reguirements Authentication Mode
Server Configuration

(Z) Windows authentication mode

Type password
& confirm

Database Engine Configuration ) o ) m—
Mixed Mode (SQL Server authentication and Windows authenticat]
Analysis Services Configuration

Error and Usage Reparting Built-in SQL Server system administrator account
Installation Rules Enter password: TIIIIT)
Ready to Install

Installation Progress
Complete Specify SQL Server administrators

Confirm password: | sesssss]

SQL Server administrators
have unrestricted access to
the Datsbase Engine.

Add Current User] [ Add... l [ Removel

< Back Mext = [ Cancel ” Help

On the Analysis Services Configuration, click the Add Current User button, and then click Next.

On the Error and Usage Reporting page, click Next.

On the Installation Rules page, click Next.

On the Ready to Install page, click Install.

Once Setup Process is completed, click Next then Close on the Complete page.
Close the SQL Server Installation Center window.

From the Taskbar Menu/All Programs/Microsoft SQL Server 2008 R2/Configuration Tools,

start SQL Server Configuration Manager.
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27. Expand the SQL Server Network Configuration node then
click on Protocols for MSSQLSERVER.

Pﬁ] Sql Server Configuration Manager ‘._”E]ﬁ
" File Action View Help

|« = EY

SQL Server Configuration Manager (Local) Protocol Mame | Status
SQL Server Services %~ Shared Memory Enabled
- @ SQL Server Network Configuration ¥ Mamed Pipes Disabled

Protocols for MSSQLSERVER ¥TCRP Disabled

@l . )
+ .. 5QL NahuE‘Tﬁﬁgurahon VA Disabled
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28. On the right pane, right-click on TCP/IP and select Enable.

% Sql Server Configuration Manager ‘._"Q]m

File Acton View Help

R O N

‘g SQL Server Configuration Manager (Local) Protocol Mame | Status |
SQL Server Services %~ shared Memory Enabled
= & 5QL Server Network Configuration

¥ Mamed Pipes Disabled
B~ Protocols for MSSQLSERVER

¥ TCPfIP Disabled
(ml . . . #
+ .. SQL Mative Client 10.0 Configuration Y VIA Dicabled

Enable selected protocal.

29. Click OK on the Warning message window.
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30. On the left pane, click on SQL Server Services then on the right pane,
right-click on SQL Server (MSSQLSERVER) and select Restart.

lﬁ] Sql Server Configuration Manager ‘._HE]E
File Action \View Help
& = ERRCROROR!
‘@ SQL Server Configuration Manager {Local) MName | State
SQL Server Services @SQL Server Browser Stopped
= & SQL Server Network Configuration 52-';";}31 Server (M3S0LSERVER)
N enenoanmmmmmne Start 0 e
N B Pth_OEC"Sl_fo MSSQLSE?’ER . Fai50L Server Agent (MSSQLSERVER) Stop
+ 8, 5QL Native Cient 10.0 Configuration F5QL Full-text Filter Daemon Launcher (MSSQL, o
@SQL Server Analysis Services (M5SQLSERVER
Restart
Properties
Help
< B
Restart (stop and then start) selected service,

31. Once restart is complete, close SQL Server Configuration Manager.
32. From the Taskbar Menu/All Programs/Microsoft SQL Server 2008 R2,
start SQL Server Management Studio (SSMS).
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33. On the Connect to Server window, accept the Windows Authentication and click Connect.

U= Microsoft SQL Server Management Studio E]@

Flle Edit View Tools Window Community Help

Le Mew Query ﬁ "ﬂﬁ "ﬁ E"ﬂ E ﬁ H 4 | B

Object Explorer -3 x

Connect = 22 -’iJ m_iT ii

ni rver

§m5|“_° Server2008

Server type: ‘ Database Engine
Server name: GIRSEP50010|

Authentication: “Mndnws Authentication

-

User name GIRSEP5001 0\Administrator

Password: ‘

Remember passwoard

[ cancd | Hep ][ options>> |

34. From the left pane, expand the Databases node, then the System Databases and finally right-click on the
model database and select Properties.
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35. From the Database Properties — model windows, click Options on the left pane.

36. Click on the Recovery model drop-down menu and select Simple.
Now click on the Compatibility Level drop-down menu and select SQL Server 2000 (80).
Click OK to save settings.

W5 Microsoft SQL Server Manag Properties - model M
File Edit View Tools Windoy|Selecta page R
e 3 % General 5 St =
149 Files
2 Fiegroups Collation: 5QL_Latin1_General_CP1_CI_AS
B ons
§ &wange Tracking Recovery model ‘Simp\e
sennn T S —
= [ System Databases L& Bten roperties
L_' master
|J model
| msdb -~
|l tempdb Auto Close False
[ Database Snapshots Auto Create Statistics True
3 Security Auto Shrink False
[ Server Objects Auto Update Statistics True
[ Replication Auto Update Statistics Asynchronoushy False =3
[ Management = Cursor
[ SQL Server Agent Close Cursor on Commit Enabled False
Default Cursor GLOBAL
= Miscellanecus
- ANSI NULL Defautt False
Consechoy ANSI NULLS Enabled False
Server: AMSI| Padding Enabled False
GIRSEP50010 ANSI Wamings Enabled False
Connection Arithmetic Abort Enabled False
GIRSEP5001 0 Administrator Concatenate Null Yields Null False
y y Cross-database Ownership Chaining Enabled | False
-!j Vigw connection properties Date Comelation Optimization Enabled False
Numeric Round-Abort False =
Progress s
ANSI NULL Default
Ready
=
<| . IHI

Ready
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37. From the left pane, expand the Security node then right-click on Logins and select New Login...

Az

File Edit View Debug Tools Window Community Help

rég.Neruery|&|Q|ﬁH‘3|@'

Connect- 31 %3 w ¥ 2] B
| =] fa BRO2WKD3500\SQLEXPRESS (SQL Server 10.50.1600 - AME
1 Databases

= [3 Security
-
3 Sever| Newlogme |}
(3 Cred Filter »

[ Server Ob
# [ Replicatio Start PowerShell
3 Manage

Reports >

Refresh

< LA »
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38. On the right pane, enter KANTECHS5 as Login name.
Select SQL Server authentication then type kantech in Password and Confirm password fields.
Uncheck Enforce password policy, the other two checkboxes will uncheck automatically.

[

43 Microsoft SQL Server Management Studio @ = | =

Rl £ g Propeies KANTECHS
2 New Setectapage l

R Y Script ¥ Hel

Object Exj | -2 General ; ot E P

%4 Server Roles

Connect| |

| 2 User Mapping Login name: K/-{NTECHS [ Search,
5[38F]§Securables T e

@ ] |2 Status -
IE] r—j @ SUL Server authentication

= Password: sssssessssssee

Confirm password: oy

[7] Specify old password

[] Enforce

= . ' i ; ,
8 G e [] Map to Credential -| A
4 Shivas Mapped Credentials | Credential  Provider
BRO2WKD3500\SGLEXPRESS
Connection:
AMERICAS\sgirouard
HJ View connection properties
< | =
——— Progress | Remove
Ready =
Ready . master X
——r Default database: [ . ]
@ Default language: [Engllsh b ]
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39. From the left pane, click on Server Roles. On the right pane, check the dbcreator checkbox. The public
role is assigned by default and cannot be removed.

Ls

s Microsoft SQL Server Management Studio

File Edq

- ol New
Connect
= [ BA

= 4
=3
=

®H #

= CH
@ 3

= O |

| 58 Scipt v [ Help

fSelectapage
24 General

)
| % User Mapping
| % Securables

| 27 Status

;Connecim

Server:

Connection:

——— Progress

Server role is used to grant server-wide security privileges to a user.

Server roles:

BRO2WKD3500\SQLEXPRESS

AMERICAS\sgirouard

&7 View connection properties

[ bulkadmin
dbcreator

[ diskadmin

[7] processadmin
public

[] securityadmin
[ serveradmin
[ setupadmin
[] sysadmin

40. From the left pane, click on Status and confirm that Login is Enabled. Click OK to close.
41. Setup is now complete, you can close SSMS.
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EntraPass Card Gateway Installation

Now it is time to install the Card Gateway. As mentioned before, the Oracle/MS-SQL interface
must be installed on the computer that hosts the SQL Server.

Run the EntraPass Setup Wizard and install the Oracle/MS-SQL interface as an application, do
not set it as a Windows Service.

Once installation is completed, reboot computer and log on as Local Administrator. Start Server,
Gateway and Server Workstation respectively. Do not start the Card Gateway at this time.

To enable the Card Gateway interface, you need to create a dedicated operator as well as

defining the Oracle/MS-SQL interface. To do so, proceed as follows:

N

From the Server Workstation, click on the System tab, select Operator then click the New
icon on the upper-left corner.
Name it Card Gateway.

Define Login Name as KANTECHS5 and Password as kantech. Confirm password.

% (1) Server Workstation E} =
[ ?I Desktops I‘f*fifu:'- ‘ Operation lu‘:‘-i—'f ] Definition ] Groups IDE ces ' Video \vSvstem } Report ]O:vr:"»; ;
< ) -
CHL A O -
Operator Security level Workspace Event Instruction  Message Database
parameters filter structure
i Operator el )
BAaX® ELQ
Last login workstation
Operator
Last Login Date
Login | Security | Default value
Description Languages
Name Card Gateway @ English
() French
E-mail
Workstation Options
[] Auto acknowledge
Login name KANTECHS .
[] Override workstation workspace message
Password = =20 EEEEes= [T] Privileges
[] Automatic video display
Password confirmation [F] Concurent logins
[l’l“ Close ] [x Cancel ] [t_)) Help
1
= o= == ==
 ® ® 30/05/2011 5:51PM Installer ™o 0 o s7 ™o (2]
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4. Click on the Security tab. Set the Login Schedule as Always Valid,
the Security Level as Installer and uncheck Disable Operator on bad password.

'(C (1) Server Workstation

LA O -

Operator Security level Workspace Event Instruction  Message Database
parameters filter structure

@l Desktops IS?atu:— l Operation lL‘::Ers I Definition ]Groups ]Dew:e:— Iv‘-dec‘ ]Svstull lRepc-r: I Options

fé Operator E]‘,,E',, X
TR A XS E L
Last login workstation
Operator
Last Login Date
‘ Login l Security | Default value |
Login parameters Security
Login schedule || Operator disabled
g Always valid [o0e || Change password at next login
Seanitylevel [ Disable operator on bad password: =
i Installer [ooe [] Days before password is reset 60 =
Workspace [] Use expiration date
[eoe Operator expiration date
[ g ) (X o ][0 o ]
| =
L - A
e $ L Ji ‘
po—— - = 1] | !
© © ® 30/05/2011 5:58 PM Installer ®o0 0 ® 57 ®o C]

Click Save and Close.

Note: This operator is used exclusively by the Card Gateway.

Click on the Devices tab then Application. Select Oracle/MS-SQL interface.

Click on the Oracle/MS-SQL Interface tab.
Under Database type, select SQL Server.

Under Server Name, type the name of the instance as represented in the SSMS Connect to

Server window.

Note: To prevent any errors, start SQL Server Management Studio (SSMS). Once the Connect
to Server window pops up, press [Ctrl]-[c] to copy the Server Name & paste same in the

EntraPass using [Ctrl]-[v].
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10. Type in the Database Name. For the technical support staff, I suggest using Kancard_CE or
Kancard_GE as it enables you to maintain two distinct DB for each edition of EntraPass.

11. Check Use Administrator access for initialization box.
12. Type in KANTECHS5 as Administrator user name and kantech as password.
Note: This login is used to access the SQL Server DB engine.

13. Under Database access, select the User name field and type KANTECHS and kantech as

Password.

Note: This login is used to access the EntraPass Database.

4 (1) Server Workstation

El Desktops IS?&[US ] Operation IL‘sers I Definition I Groups lDeviDEs ,\ﬂdsc- l Syst
] ry

em I Report I Options

[] Keep deleted records

- » Yy 4 8 & #&
2y b J ¥ — o
Application ~ Gateway Controller Door Relay Input Output Integrated Integrated
Panel Component
=
= Application ol & =l
A B X®ELQ W
English
Oracle/MS-SQL interface
Application ® Orade/Ms-SQL interface
French
Orade/MS-SQL interface
; General ‘: Parameters | Oracle/MS-SQL Interface l Service ‘
Database description Use istrator access for initializati
Database type Administrator user name KANTECHS
[SQL SCEVES 2 I Administrator password ~~ EEsesss
Server name
BRO2WKD3500\SQLEXPRESS Database access
Database name User name KANTECHS
KANCARD_CE password  emsmess
Orade data file

& ® 30/05/20116:24PM

14. Once completed, click Save then Close.

Installer ™o

o '7“":7" "’ $) o
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Now start the Card Gateway (MS-SQL and Oracle Interface), once connected to both databases
it will look something like this:

System Help

Database state Database is ready

|

. Transaction report

Data received from the EntraPass server 0

Data updated on server 0
| Card record sent to EntraPass server 0

@ @ 31/05/2011 7:17PM [ ® 127.0.0.1

To confirm that the Kancard XX database and tables were created, open SQL Server
Management Studio (SSMS) and connect to the Database Engine.

On the left pane, expand the Databases node then the Kancard_XX object and finally the Tables
object. It should look something like this:

File Edit View Debug Tools Window Community Help

¢ New Query | [y | By |5 4 \@i

Connect~ 47 8J 5 [ Q

= [B BRO2WKD3500 (SQL Server 10.50.1600 - AMERICAS\sgi ~
= [ Databases

3 System Databases
=] lj Kancard_CE
(3 Database Diagrams
=
[ 3 System Tables
@ 3 dbo.tbBadging
= dbo.tbCard
=1 dbo.tbCardAccessGroup
@ & dbo.tbCardFilter
@ 3 dbo.tbCardType L4
=1 dbo.tbOperationln
21 dbo.tbOperationOut
= dbo.tbResult
3 Views
3 Synonyms
3 Programmability -
m

m
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Summary

The EntraPass Card Gateway can interface with any editions of SQL Server 2008 R2 on both 32
and 64-bit OS platforms. To successfully connect to the SQL Server 2008, you need to:

Copy ntwdblib.dll to the appropriate folder based on the OS type.

Set the Database Engine in Mixed Mode authentication.

Enable TCP/IP protocol through SQL Server Configuration Manager.

Set the SQL Server model database to SQL Server 2000 (80) compatibility level.

Create a SQL Server Login exclusively for the Card Gateway and assign it the dbcreator

server role.

e Create an EntraPass Operator with Installer security level used exclusively by the Card
Gateway.

e Under Devices/Application/Oracle/MS-SQL Interface, set the Database Type to SQL

Server and ensure the Server Name is identical as what is shown in SSMS.

This application note assumes that the SQL Server is exclusive to the Card Gateway. If the
customer is already using SQL Server, the model database compatibility level is probably set to
100. To facilitate the creation of the Card Gateway database, set the model database to SQL
Server 2000 (80) compatibility level until the Card Gateway has successfully connected and
created its tables. Once completed, restore the model database compatibility level to its original
value. This will not affect the normal operations of the Card Gateway.
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